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Executive Summary 
 
Background 
The Pinal County Information Technology (IT) Department is responsible for most of the County’s IT 
Disaster Recovery program.  As a part of the Pinal County FY2016 Audit Plan, Internal Audit performed a 
Disaster Recovery audit.  For this review, only “mission critical” applications were assessed to gain an 
understanding of the overall organizational disaster recovery limitations.  
 
Business Continuity Management is the analysis and evaluation of strategies, development of 
approaches, testing and implementing plans that meet an organization’s continuity needs from a people, 
processes, and IT infrastructure perspective. It traditionally consists of three key pillars: 

 IT Disaster Recovery: The resiliency or recovery of IT processes, systems, applications, 
databases, and network assets used to support critical business processes 

 Crisis Management and Communication: A series of actions taken to gain control of the event 
quickly to minimize the effects of a disruption, prepare for and oversee recovery, and manage 
communications throughout the event 

 Business Resumption: The process initiated to resume business operations to a level consistent 
with business requirements 

 
During Pinal County’s 2016 Risk Assessment process, IT Management and Internal Audit identified 
inherent risks exist relating to IT Disaster Recovery; therefore, this review focused on IT Disaster 
Recovery as described above. 
 
There are multiple frameworks that can be used to develop an IT Disaster Recovery program or measure 
against for assessment purposes.  To help with the review, the National Institute of Standards and 
Technology (NIST) 800-34 was chosen as a leading practice framework. NIST Special Publication 800-
34, Rev. 1, Contingency Planning Guide for Federal Information Systems, provides instructions, 
recommendations, and considerations for federal information system contingency planning. Contingency 
planning refers to interim measures to recover information system services after a disruption. Interim 
measures may include relocation of information systems and operations to an alternate site, recovery of 
information system functions using alternate equipment, or performance of information system functions 
using manual methods. 
 
Objectives and Approach 
The objectives of this audit were to examine the current IT Disaster Recovery program, focusing on the 
adequacy of key controls, management’s risk appetite, business requirements and Disaster Recovery 
capabilities. 
 
The scope of the review included: 

 Executive Management Disaster Recovery Support, Sponsorship, and Policies 

 Risk Assessment and Business Impact Analysis (BIA) 

 IT Resiliency and Disaster Recovery Strategy Design 

 Business and IT Alignment 

 Resiliency Capabilities, Plan Development, and Strategy Implementation 

 Training, Awareness, Testing, and Maintenance 
 
Summary of Results 
A review of Pinal County’s Information Technology (IT) department found that a defined and repeatable 
Disaster Recovery Program is not in place; however, Disaster Recovery (DR) capabilities do exist to 
facilitate a recovery of critical systems and infrastructure in an ad-hoc, reactionary manner.  Additionally, 
while the IT department’s customer expectations have not been formally captured  via a Recovery Time 
Objective (RTO) to align with IT DR capabilities, the IT Department developed requirements (RTOs) 
based on their knowledge of Pinal County operations. While resiliencies are inherently built into mission 
critical applications where possible, an overall or application specific Disaster Recovery plan does not 
exist.  Furthermore, IT DR capabilities for some mission critical applications do not align with the 
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current Recovery Time Objectives (RTOs) IT management defined and Single Points of Failure were 
identified which may limit effective and efficient system recovery.   
 
Process Strengths 
While a defined and repeatable DR Program is not in place, Internal Audit noted the following strengths in 
the process: 

 IT DR resiliency capabilities exist through multiple data centers to facilitate recovery; 

 IT team members have inherent knowledge on how to recover systems; 

 Nine of 11 sampled mission-critical applications can meet IT management defined RTOs; and 

 IT Management understands the importance of an effective DR program and was aware of 
many of the vulnerabilities Internal Audit identified.  

 
Improvement Opportunities 
The improvement opportunities below summarize the results of the IT Disaster Recovery (DR) review 
conducted in March 2016.  Details are included in the Improvement Opportunities and Action Plans 
section of the report. 
 

 

A. Pinal County has not formally defined a repeatable Disaster Recovery 

Program.  
 

 5 

B. IT DR capabilities may not align with the IT department’s customer 

expectations. 
 

 7 

C. IT DR capabilities for some mission critical applications do not align 

with current Recovery Time Objectives or have restrictions which 

may limit an effective and efficient system recovery. 

 
 8 

D. Single Points of Failure exist that may result in IT DR capabilities 

being ineffective. 
 

 9 

E. Environmental controls do not align with leading practices. 
 

 10 

F. A repeatable IT risk assessment process has not been established. 
 

 11 

 

  

Page Priority Improvement Opportunities 
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Improvement Opportunities and Action Plans 

  Pinal County has not formally defined a repeatable Disaster Recovery Program (see Appendix 

E).  

 

 

A. A formal DR program has not been formally 

defined and aligned with a leading Business 

Continuity or DR framework.  Specifically, Pinal 

County does not have a repeatable process and / 

or controls to better manage DR efforts: 

 

− A DR policy, based on a leading 

framework, has not been developed to 

outline the DR lifecycle, objectives, roles 

and responsibilities. 

− A process to align strategic Pinal County 

objectives with IT DR objectives. 

− A repeatable IT risk assessment that 

investigates factors such as 

environmental, regulatory, and 

compliance risks associated with DR, and 

geographic scope of disruptions. 

− Application and system Recovery Time 

Objectives were not created in 

collaboration with the IT customer. 

− Application and system Recovery Point 

Objective requirements have not been 

formally defined; however, the IT 

department has set an RPO of 24 hours. 

− The IT department’s Contingency of 

Operations Plan (COOP) has not been 

updated since 2010. 

− Notification procedures and formal DR 

communication methodologies do not 

exist. 

− Comprehensive DR testing does not occur 

on a consistent and repeatable basis. 

− DR roles and responsibilities are 

inherently understood but not defined. 

− Formal DR training has not been defined 

or provided to stakeholders. 

− A process for on-going DR plan and 

program maintenance does not exist. 

A1. IT Management should consider formalizing a 

DR program and aligning the policy and 

processes with a leading BCM/DR framework. 

This includes developing or incorporating the 

below elements: 

 Develop a DR policy to include: 

o IT DR objectives, 

o IT DR scope, 

o IT DR mission statement, and 

o Stakeholder roles and 

responsibilities. 

 Understand and validate Pinal County 

objectives and IT DR objectives. 

 Define risk tolerances and a general 

approach to risk assessment. 

 Understand and validate customer 

recovery requirements.  

 Update the County’s COOP with current 

and relevant information. As part of 

documentation maintenance, implement a 

process for tracking changes and 

reviewing the plan for periodic updates. 

 Define formal DR communication 

methodologies and determine if any tools 

can be used to facilitate DR 

communications. 

 Define a comprehensive DR plan testing 

and plan maintenance program. 

 Establish a formal DR training program to 

address roles and responsibilities, 

organizational, and system resiliency and 

cross-training.   

 

Improvement Opportunities Recommendations 
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Risk / Potential Impact 

DR solutions may not deliver upon intended 

disruption tolerances because they do not 

adequately take into account potential risk events.   

Limited training may result in mission critical 

systems not being recovered within an acceptable 

timeframes to meet business requirements.  

Limited testing may not highlight key weaknesses 

in system availability / recovery capabilities.  

Consequently, critical IT systems may not be 

recoverable within an acceptable amount of time. 

Outdated system documentation or lack of 

recovery plans may result in critical functions 

being inoperable due to system unavailability 

during situations where systems are unavailable 

for extended periods of time.    

Consequently, key processes and / or assets may 

be unavailable because of inadequate recovery 

timing or recovery planning. 

Management Response and Action Plan 

A1. By April 1, 2017 IT Management will; 

 Complete a formal DR plan that takes 

into account risk tolerances, the 

County’s DR objectives, 

communication, testing, and training. 

 Establish / update appropriate 

policy(ies) to define DR plan 

maintenance. 

Updating the County’s COOP Plan is 

something that should be driven by the 

highest levels of County Management and 

requires participation by all County 

departments. IT plays a significant role in that 

plan and will fully participate in the update 

efforts.  
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  IT DR capabilities may not align with the IT department’s customer expectations.   

 

 

B. IT customer DR requirements have not been 

formally captured to understand customer 

expectations.  Although Recovery Time Objectives 

(RTO) have been developed, they were not 

developed or validated with the Pinal County 

customers. 

B1.  To understand and capture Pinal County’s 

DR requirements, management should consider 

performing a Business Impact Analysis (BIA).  A 

BIA is the process of analyzing the effect that a 

disruption may have upon each organizational 

unit, and the impact to the company as a result of 

that department being disrupted.  Often it is 

performed centrally but includes each individual 

organizational unit in the overall analysis.  

Different types of threats would be considered in 

the BIA process.  The BIA is critical in determining 

the value of an organization’s Disaster Recovery 

and Business Continuity program and is a critical 

tool in determining the overall strategy and level 

of effort for the business continuity plan (Business 

Resumption, IT Disaster Recovery and 

Emergency Response). 

Risk / Potential Impact 

Without IT and IT customer alignment, IT DR 

objectives, strategies, and plans may not be 

viable and workable at the time of the disruption of 

business.  Consequently, key processes and / or 

assets may be unavailable because of inadequate 

recovery timing or recovery planning. 

Management Response and Action Plan 

B1. DR requirements are discussed with some 

customers but not all. This is done as part of 

maintaining IT Backup Policy. 

As part of the DR Plan process described in 

A1 above, IT Management will gather and 

consider customer expectations.   

 
  

Improvement Opportunities Recommendations 
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  IT DR capabilities for some mission critical applications do not align with current Recovery 

Time Objectives or have restrictions which may limit an effective and efficient system recovery. 

 

 

C. For two of the eleven sampled mission critical 

applications, application owners did not believe 

expected Recovery Time Objectives (RTOs) could 

be met.  Additionally, although nine of eleven 

sampled application’s owners believed 

Management defined RTOs could be met, most 

applications do not have:  

 

− Defined DR recovery plan (0 of 11). 

− Procedures or runbooks for the application 

(3 of 11). 

− Documented restoration procedures to 

support recovery efforts (3 of 11). 

− Documented DR communication 

procedures (1 of 11). 

− Periodic DR testing and documented test 

results (0 off 11). 

C1. Management should consider incorporating 

the following activities to improve the 

effectiveness and efficiency of mission critical 

application recovery: 

 Define overall DR strategy and recovery 

plan(s) through the creation of application 

specific DR plans or the incorporation of 

application specific recovery steps and 

requirements into the County’s COOP.  

 Develop application specific procedures or 

runbooks. 

 Develop restoration procedure 

documentation. 

 Develop formal DR communication 

procedures. 

 Define formal application DR testing cycle 

and testing requirements, including 

documentation. 

 

Risk / Potential Impact 

System resiliency and / or recovery capabilities 

are not designed and operating to meet RTO 

requirements.  Consequently, key processes and / 

or assets may be unavailable because of 

inadequate recovery timing or recovery planning. 

Management Response and Action Plan 

C1. IT Management will procced with 

formalizing DR Plan process described in A1 

above. 

By April 1, 2018, Complete formal recovery 

procedures for critical applications.   

 
  

Improvement Opportunities Recommendations 
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  Single Points of Failure exist that may result in IT DR capabilities being ineffective. 

 

 

D. A walkthrough of Pinal County data centers 

identified potential Single Points of Failure 

(SPoF), including geographic diversity for the 

County’s alternate data center(s). Specifically, the 

following potential SPoF were noted: 

 

− All data centers are located within a two 

mile radius on the same floodplain. 

− All network equipment is located at the 

Basement Data Center (BDC). 

− The Justice Data Center (JDC) does not 

have physical space to facilitate full 

recovery efforts if the Florence Data 

Center (FDC) were completely 

unavailable. 

− The backup connection (alternate path) 

between FDC and JDC cannot handle 

capacity requirements. 

D1. Management should track all SPoF and 

consider implementing mitigating solutions, such 

as:  

 Explore reciprocal relationships with other 

counties to utilize available space in 

disaster or cloud based environments 

such as Amazon Web Services (AWS) or 

Azure.  Solutions should ensure the 

backup datacenters have the available 

space (physical or logical) to enable a full 

recovery (or based on customer 

requirements). 

 Separate the primary and backup network 

infrastructure equipment to alternate 

locations. 

 Investigate options to increase capacity of 

backup (alternate path) connection 

between FDC and JDC. 

Risk / Potential Impact 

The lack of redundant equipment introduces 

Single Points of Failure that decrease 

organizational resiliency and, consequently, lead 

to an inability to recover and restore critical IT 

data and IT processes. 

Management Response and Action Plan 

D1. These single points of failure are known 

by management and staff. Like many other 

County issues, risk on all of these items can 

be reduced or eliminated if funding were 

available to do so. Knowing fiscal challenges 

exist, IT has worked within the means 

provided and made incremental improvements 

to facilities and infrastructure to reduce risk 

and gain resiliency. Work will continue on 

incremental improvements including: 

 Relocation of one core router from 

Basement Data Center to Florence 

Data Center (FDC). Expect completion 

by June 30, 2016. 

Improvement Opportunities Recommendations 
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A backup or alternate path between FDC and 

JDC has been researched and could be 

achieved at a cost of $90K – $100K.  

Additional offsite environments have been 

proposed and others currently being explored 

including relationships with other government 

agencies and cloud providers. These 

solutions also come with significant upfront 

and ongoing costs. 
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  Environmental controls do not align with leading practices. 

 

 

E. A walkthrough of Pinal County data centers 

identified missing leading practice environmental 

controls.  Specifically, the following was noted 

regarding the data centers: 

− Justice Data Center (JDC) air cooling is 

outdated and backup air cooling cannot 

handle cooling requirements.  

− Florence Data Center (FDC) lacks raised 

flooring. 

− Basement Data Center (BDC) lacks a fire 

suppression system. 

E1. Management should consider incorporating 

the following activities: 

 Acquire backup air cooling system for JDC 

that can handle cooling requirements. 

 Install raised flooring at FDC. 

 Implement a fire suppression system at 

BDC. 

  

 

However, if management is considering 

alternative datacenter options, then these 

enhancements may not be fiscally responsible 

options. 

Risk / Potential Impact 

Environmental controls (adequate climate control, 

etc.) are not in place to appropriately protect the 

data center from environmental risks; 

consequently, key processes and / or assets may 

be unavailable because of inadequate recovery 

planning. 

Management Response and Action Plan 

E1. Improvements to cooling at JDC are being 

considered in FY 16/17 (approx. $30K - $40K). 

Installation of raised flooring in FDC will be 

researched in more detail by management. 

This would be an extremely costly venture. 

Management will work with Facilities 

Management to scope the installation of fire 

suppression in BDC.  

 

 
  

Improvement Opportunities Recommendations 
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 A repeatable IT risk assessment process has not been established.     
 

 

F. Management has not performed an IT risk 
assessment that evaluates potential disaster 
scenarios and how the organization would 
recover in each case.  A holistic IT risk 
assessment typically includes the following steps: 
 

1) Inventory the IT processes and assets; 
2) Identify potential threats; 
3) Understand current vulnerabilities; 
4) Quantify risk probability; 
5) Understand impact to the business if a 

vulnerability is compromised; 
6) Identify mitigating controls; and 
7) Provide recommendations for managing 

risk. 
 
From a DR perspective, risk analysis often 
involves an evaluation of the probabilities of a 
particular event and is a critical input for the more 
detailed business impact analysis performed at 
the department or regional level(s). 

F1.  IT management should consider developing a 
working group to perform an IT risk assessment.  
From a DR perspective, the risk assessment 
should consider the following elements: 
 

 IT risks and threats (e.g., 
communication failure, power outages, 
and equipment and software failure); 

 Malicious activity by individuals (e.g., 
network security attacks, fraud, and 
terrorism); 

 Critical business partners failing or 
experiencing major disruption (e.g. 
service providers); 

 Natural disasters in different regions 
and with different levels of impact; 

 Significant loss of employees / key 
personnel; 

 Pandemic; 

 Probability of risk events; and 

 Mitigating factors, processes, controls at 
the corporate-level. 

Risk / Potential Impact 

The IT DR plan may not be able to deliver on 
intended disruption tolerances because it does 
not adequately take into account potential risk 
events.  Consequently, key processes and / or 
assets may be unavailable because of inadequate 
recovery timing or general recovery planning. 

Management Action Plans  

F1. IT regularly assesses risk on some points 
above and where possible makes 
improvements or implements solutions to 
reduce risk. Examples of this are;  

 Backup generators are regularly 
inspected, serviced and tested. 

 Uninterrupted Power Supplies (UPS) 
are inspected, and serviced. Capacitor 
replacement in BDC scheduled for 
June 4, 2016. 

 Vulnerability testing performed 
multiple times a year and mitigation 
initiated where necessary. 

Improvement Opportunities Recommendations 
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 Currently implementing a product that 
will reduce threats and cases of 
malware/ransomware. Full 
implementation expected to complete 
by June 30, 2016.  

 Product implemented to assist in 
detecting fraud in the County Financial 
System.  

A more global assessment of risk should be 
performed at the County/Regional level and 
formalized. IT certainly plays a major role in 
this and will fully participate. IT Management 
will coordinate formation of a Risk 
Assessment Work Group by January 1, 2017.   
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Appendix A: Statement of Limitations 

 

This report (e.g., report of findings/recommendations, table, chart, summary) provides Pinal County 

management with information about the condition of risks and internal controls at one point in time. Future 

changes in environmental factors and actions by personnel will significantly and adversely impact these 

risks and controls in ways that this report did not and cannot anticipate.
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Appendix B: Capability Maturity Model 

 

To consistently evaluate business processes, Internal Audit performs each internal audit utilizing a Capability Maturity Model© framework (developed by Carnegie 

Mellon).  Internal Audit utilized a Disaster Recovery model incorporating elements of National Institute of Standards and Technology (NIST) 800-34. Based on our 

review of the in-scope processes, these areas are generally performing within the “Initial” state.  (Refer to the criteria definitions of the Process Capability Maturity 

Summary located within Appendix C).  
 

   

Control Improvement 

Opportunity 
Current 

State 
# 
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Appendix C: Process Capability Maturity Summary 
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Appendix D: Road Map 
 
As part of the review, each recommendation provided has been classified based on the criticality. We've provided a graphical depiction illustrating where each 
recommendation falls within a typical Disaster Recovery program / lifecycle. 
 

Disaster Recovery Foundations  IT Availability / Disaster Recovery  Testing 

A DR Policy, Objectives, Strategy, and Design  C DR Strategy and Recovery Plans  C Create DR Testing Requirements 

B 
Perform Business Impact Analysis to Link 
DR and Business Objectives 

 D Diversifying Data Center Locations / SPOF   

 E Enhance Environmental Controls  Training , Awareness and Maintenance 

F IT Risk Assessment     A Develop and Provide Formal DR Training 

      A Develop DR Plan Maintenance Program 
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Appendix E: DR Program  
 
The development of a repeatable DR Program is not a one-time activity, but rather a life cycle that is continuously enhanced.  Employees & departments from 
across Pinal County should be involved in the planning process. 
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Appendix F: NIST 800-34 
 
The National Institute for Standards and Technology (NIST) has established various guides pertaining to technology and security in both government and other 
large organizations. NIST 800-34 was established specifically as guidance for government and other large organizations to use in establishing and managing an 
effective Disaster Recovery program. It focuses on the following seven elements that are critical in establishing a successful program: 
 

 
 
These areas were not explicitly audited as part of this audit; however, based on the work performed Internal Audit mapped Pinal County’s DR capabilities to NIST’s 
seven elements.  A detailed mapping was provided to Management as a separate document. 
 

1
• Develop the contingency planning policy statement

2
• Conduct the business impact analysis

3
• Identify preventive controls

4
• Develop recovery strategies

5
• Develop an IT contingency plan

6
• Plan testing, training and exercise

7
• Plan maintenance 
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Appendix G: Selected Applications 
 
The following eleven applications were selected, as part of this review, to gain an understanding of the current Disaster 
Recovery governance design and associated people, processes, and technology. 
 

Applications Selected Description 

Spillman PCSO Records Management System (RMS). 

Enterprise One County’s financial system 

TROCS Local Treasurer application maintained by the 
treasurer’s office 

Exchange County-wide email system includes standard 
client and web access 

GIS County-wide geographic information 
system/database 

Accela County-wide permitting system 

Damion/Just Ware Main case management database for county 
attorney 

Just Ware Main case management database for public 
defender 

County Website County website for employees and the public 

OnBase County-wide document imaging and storage 
solution 

CAMA Computer Aided Mass Appraisal System 
(Assessor) 
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Appendix H: Disaster Recovery Glossary 
 
Recovery Time Objective (RTO) - RTO is used to decide what the maximum downtime could be for a business process.  
The Disaster Recovery Institute defines RTO as “The period of time within which systems, applications, or functions must 
be recovered after an outage (e.g. one business day).”  
 
Recovery Point Objective (RPO) - The RPO is the amount of time sensitive information that a business process can 
afford to lose.  RPOs are often used as the basis for the development of backup strategies, and as a determinant of the 
amount of data that may need to be recreated after the systems or functions have been recovered. 
 
Business Impact Analysis (BIA) - A BIA is the process of analyzing the effect that a disruption may have upon each 
business unit, and the impact to the company as a result of that department being disrupted.  Often it is performed 
centrally but includes each individual business unit in the overall analysis.  Different types of threats would be considered 
in the BIA process.  The BIA is critical in determining the value of a company’s business program and is a critical tool in 
determining the overall strategy and level of effort for the business continuity plan (Business resumption and IT Disaster 
Recovery). 
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Appendix I: Risk Rating Definitions 
 

Significant High Medium-High Medium-Low Low 

Significant impact on the 
County's operating 
effectiveness 

Direct impact on operating 
effectiveness 

Moderate impact on 
operating effectiveness 

Less than a moderate 
impact on operating 
effectiveness 

Minor impact on operating 
effectiveness 

Significant impact on the 
safeguarding of critical 
assets for the County 

Direct impact on the 
safeguarding of critical 
assets 

Moderate impact on the 
safeguarding of critical 
assets 

Less than a moderate 
impact on the safeguarding 
of critical assets 

No significant risk to the 
County 

Significant impact on the 
accomplishment of the 
operational objectives for 
the County 

Direct impact on the 
accomplishment of the 
operational objectives 

Moderate impact on the 
accomplishment of the 
operational objectives 

Less than a moderate 
impact on the 
accomplishment of the 
operational objectives 

Management relied upon 
for minor modifications to 
manage the issue 

Significant impact on 
management’s decision 
making for the County 

Direct impact on 
management’s decision 
making 

Moderate impact on 
management’s decision 
making 

Less than a moderate 
impact on management’s 
decision making 

Materiality is low 

Significant risk for non-
compliance with 
regulations, laws and 
policies for the County 

Significant risk for non-
compliance with 
regulations, laws and 
policies 

Potential for non-
compliance with 
regulations, laws and 
policies 

Potential for non-
compliance with 
regulations, laws and 
policies 

Minimal risk for non-
compliance with 
regulations laws, and 
policies 

Significant risk for litigation 
for the County 

Significant risk for litigation Potential risk for litigation Potential risk for litigation Low risk for litigation 

Issues are pervasive 
throughout the County 

Numerous occurrences of 
the noted issue 

Numerous occurrences of 
the noted issue 

Random occurrences of the 
noted issue 

Minimal occurrences of the 
noted issue 

Significant impact on 
residents of the County 

Direct impact on residents 
Some direct impact on 
residents 

No direct impact on 
residents 

No impact on residents 

Significant impact on 
resident safety or 
employee safety for the 
County 

Direct impact on resident 
or employee safety 

Some direct impact on 
resident or employee 
safety 

No direct impact on 
resident or employee 
safety 

No impact on resident or 
employee safety 

 


